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METHOD AND SYSTEM FOR OBSTRUCTING A PERSON FROM 
NEGOTIATING A TRANSACTION WITH ANOTHER PERSON, GROUP, OR 

ENTITY IN A POPULATION 

CATHERINE A. HAALA 

FIELD OF THE INVENTION 

[0001] The present invention is directed to a security system, and 
more particularly to a crosscheck identification system which obstructs or 
prevents a person from negotiating a transaction with another person, group, 
or entity in a population, if during a crosscheck it is determined that a person's 
record contains questionable information, or if an identification card carried by 
that person is invalid or has expired. 

[0002] The prior art is replete with security systems that verify the 
identity of a person or an identification card carried by that person prior to 
allowing that person to execute a transaction. For example, financial 
institutions typically issue various types of identification cards bearing a 



magnetic strip encoded with identifying and other related information about the 
user. The user chooses or is assigned with a password known only to the 
user that is verified at a remote location when the user's information is read 
from the card by a reader and the password information is inputted into the 
system separately from the card. Other systems include encoding the card 
with some type of biometric information of the user wherein the bearer of the 
card submits to the system to confirm the identity of the bearer with the 
biometric information directly received from the user prior to executing a 
transaction. 

[0003] In conventional systems, if the identity of the person is not 
confirmed, or if the identification card is found to be invalid for some reason, 
the user is permitted to submit another card, or the user simply does not 
execute the transaction. For example, if a person wishes to purchase items 
on a credit card, such as Visa, Master Card, Discover, American Express, etc., 
and if the card is found to have been expired, or if the identity of the person 
encoded on the card does not match with the person submitting it for a 
transaction, the user may simply not purchase the items, pay cash, or use 
another card. In other words, it is the user's option to either submit another 
form of payment or refuse the transaction altogether. Similarly, if a person 
uses an identification or security card for, for example, gaining access to a 
building or facility, and if the card is determined to have been expired, invalid, 



or if there is an unsuccessful match between the identity of the person from 
those previously authorized to gain entry, the user is simply denied entry. The 
denial of entry into a building, or a decision not to execute a transaction, does 
not in any way limit that person's ability to enter into or execute another 
transaction with anther person, group, or entity. In other words, the present 
systems fall short of preventing or obstructing a person from negotiating a 
transaction with another person, group, or entity, if irregularities, such as 
invalidity of the identification card, criminal record, etc., are found. 

[0004] Although conventional systems, to a large extent, fulfill the 
required level of security needs thus far, there is a need for an improved and 
better security system which addresses the security breaches that occurred 
recently which led to terrorist attacks on the World Trade Center (New York) 
and the Pentagon (near Washington, D.C.) on September 1 1 , 2001 . In those 
attacks, three commercial jet- liners were intentionally crashed into the Twin 
Towers of the World Trade Center and the Pentagon after being hijacked. A 
total of nineteen hijackers took over and commandeered the planes into these 
buildings. Although none of the hijackers were reported to have any pilot 
license, a few of them had taken flying lessons at various flying schools 
around the country. Surprisingly, at least one of them was reported to have 
been keen on learning just to maneuver an advanced jetliner like Boeing 727, 
without learning to land or take-off an advanced commercial jet. Another 



hijacker, without any previous flying training or experience, was reported to 
have sought training to fly a Boeing 747 in a flight simulator. That hijacker 
also carried several thousand dollars in cash to pay for the lessons. 

[0005] It was also reported that one of the lead hijackers left a 
stalled-out plane on the runway after landing, on one occasion during a flying 
lesson. At least one of the leading hijackers was reported to be highly 
educated, and all of them were leading normal lives in the United States, 
Germany and other countries. All of the hijackers were foreign nationals who 
had entered the United States on temporary (student, tourist, and business) 
visas obtained at the U.S. Embassies abroad. One of the hijackers, who held 
a student visa, never attended the school he had applied to. Notwithstanding 
the suspicious and unusual behavior on part of these hijackers, the hijackers 
were able to negotiate, enter into and execute various day-to-day transactions, 
such as rent an apartment and purchase items of daily needs, for several 
years prior to hijacking the planes. 

[0006] Since the September 1 1 th attack, many private and 
government experts have surmised if somehow this great tragedy could have 
been avoided if there was some type of security system in place that would 
have prevented the actions of the perpetrators. 
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[0007] The present invention was devised, particularly in view of 
the recent tragic events, and is meant to function as a safeguard against 
undesirable actions on the part of those finding it easy to engage in behavior 
that might threaten other peoples' lives or cause damage to property. 

[0008] Various identification systems are disclosed in U.S. 
Patents 3,702,392; 4,582,985; 4,707,592; 4,993,068; 6,148,091; 6.208.264B1; 
6,21 3,391 B1; and 6,219,439B1. 

[0009] In view of the deficiencies associated with conventional 
security systems, there is a need in the industry for a method and system 
which prevents or obstructs a person from negotiating first and subsequent 
transactions, in the event an irregularity is found in the first transaction. 

OBJECTS AND SUMMARY OF THE INVENTION 

[0010] The principal object of the present invention is to provide 
a method and system for preventing or obstructing a person from negotiating a 
transaction with another person, group, or entity in a population upon the 
occurrence of a pre-selected event(s). 

[0011] Another object of the present invention is to provide a 
method and system which checks, crosschecks, verifies the identifying, and 



profile and/or biometric information of a person to determine whether or not 
the person may proceed to negotiate a transaction, such as seeking 
employment, seeking financial and/or social assistance from a private or 
government entity, purchasing or leasing real estate, purchasing or leasing 
vehicles, purchasing travel tickets, seeking medical care, seeking lodging or 
boarding, seeking enrollment at schools, colleges, universities and other 
vocational schools for education or training, visiting places and/or buildings, 
seeking entry into a country, etc. 

[0012] An additional object of the present invention is to provide 
a method and system for verifying a person's identity, immigration or non- 
immigration status, background record (criminal, etc.) as a prerequisite to 
negotiating or entering into a transaction over a certain predetermined amount, 
with another person, group, or entity in a population. 

[0013] Yet an additional object of the present invention is to 
provide a method and system which, in effect, incapacitates or immobilizes a 
person in a population since that person is prevented or obstructed from 
negotiating any transaction with another person, group, or entity in the 
population, in the event the portable data device or the national identification 
card carried by the person, and containing electronically coded information 
about that person, is found to be inactive or expired, or if the card is found as 
not belonging to that person, has been tampered with, or is counterfeit. It is 



noted that the system of the invention is not a substitute for the conventional 
identification or transaction cards, such as Master Card, Visa, Discover, and 
American Express, but serves as a supplement thereto. For example, a 
person wishing to negotiate a transaction, such as purchasing an airline ticket, 
would first have to clear the security requirements of the system of the present 
invention, followed by purchasing the ticket itself by, for example, using a 
credit card. Therefore, the system of the present invention, first validates the 
person wishing to negotiate a transaction, as a legitimate and rightful person, 
and then allows the person to proceed to negotiate the transaction itself. 
Accordingly, the system functions as a national security system. 

[0014] A further object of the present invention is to provide a 
method and system for preventing or obstructing a person from negotiating a 
second or subsequent transaction(s) with another person, group, or entity in a 
population where the person was obstructed from negotiating a first or 
previous transaction(s). 

[0015] In accordance with the present invention, a method of 
obstructing a person from negotiating a transaction with another person, 
group, or entity in a population, includes selecting for each person in a 
selected section of a population an identifying biometric characteristic unique 
to that person; determining profile information of each person; storing the 
identifying characteristic and the profile information of each person in 



individual portable data devices to be carried by respective persons, the data 

devices including an active status and an inactive status; storing the identifying 

characteristic and the profile information of each person collectively at a 

central location; determining an identifying biometric characteristic and the 

profile information of a person wishing to negotiate a transaction from the 

portable data device carried by the person; comparing the identifying 

characteristic and the profile information from the data device with the 

corresponding identifying characteristic and the profile information prestored in 

at the central location for a successful or unsuccessful comparison; obtaining 

profile information and biometric characteristic directly from the person wishing 

to negotiate the transaction; comparing the identifying characteristic and the 

profile information obtained from the data device and that obtained directly 

from the person for a successful or unsuccessful comparison; determining an 

active or inactive status of the data device carried by the person; obstructing 

the person from negotiating the transaction if an unsuccessful comparison is 

indicated in either of the previous steps, or if the status of the data device is 

determined to be inactive; and notifying an appropriate authority if the status of 

the data device is determined to be inactive. 

[0016] In accordance with the present invention, a national 

security system for obstructing a person from negotiating a transaction with 

another person, group, or entity in a population, includes a national security 

card to be carried by each person in a selected section of a population, the 
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national security card including prestored profile information and an identifying 
biometric characteristic unique to each person; a card reader including a 
biometric scanner, the card reader including a first processing unit for 
comparing the biometric characteristic stored on the national security card of a 
person with the biometric characteristic obtained directly from that person for a 
successful or unsuccessful comparison; a remote second processing unit 
including prestored profile information and an identifying biometric 
characteristic of each person in the selected section of the population; a 
communication link between the card reader and the second processing unit. 
One of the first and second processing units compares the profile information 
and the biometric characteristic stored on the national security card with the 
profile information and the biometric characteristic prestored on the second 
processing unit for a successful or unsuccessful comparison. One of the card 
reader and the remote processing unit includes means for determining the 
active or inactive status of the national security card and communicating an 
inactive status to a predetermined authority. The card reader includes an 
active and inactive indicator for indicating the active or inactive status of the 
national security card. Wherein an inactive status of the national security card 
obstructs a person from negotiating a transaction with another person, group, 
or entity in a population. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] The above and other objects, novel features and 
advantages of the present invention will become apparent from the following 
detailed description of the invention, as illustrated in the drawings, in which; 

[0018] Figure 1 is a block diagram of the security system of the 
present invention; 

[0019] Figure 2 is a flow chart of the method of the invention, 
illustrating issuance of a portable data card to a person; and 

[0020] Figures 3-5 illustrate a flow chart of the verification portion 
of the method of the invention. 

DETAILED DESCRIPTION OF THE INVENTION 

[0021] As best shown in Figure 1, the crosscheck security 
system S of the present invention, includes a data device or national security 
card 10 to be carried by a person P and a data card reader 12. The data 
device 1 0 can be any one of many conventionally available credit-card sized 
cards that can be coded electrically, magnetically, electromagnetically, 
optically, electrooptically or by other conventional means, to include biometric 
and profile information about the person P, as noted below. 
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[0022] The data card reader 12 is preferably a self-contained 
stand-alone unit, which would typically be located at a transaction site. For 
example, the reader 12 would be placed at any location where a person may 
conduct a transaction to purchase goods or obtain services, from private or 
government entities. By way of a non-limiting example, some transaction sites 
would include airline, ship, train and bus ticket counters, department stores, 
retail outlets, educational or training institutions, apartment complexes, 
entrance to various private and government facilities and buildings, entrance 
to entertainment facilities such as stadiums, customs and border check-in 
places, etc. 

[0023] Alternatively, the card reader 12 may be connected to a 
personal computer, internally or externally, to allow the users to negotiate 
transactions with a vendor or service provider from a remote location. For 
example, presently it is common to purchase goods, make hotel reservations, 
and purchase airline tickets via the Internet In these situations, the user could 
have his/her data card reader integrated into the personal computer or locate it 
externally, in the same manner as, for example, a modem. The biometric 
characteristic and profile information could then be transmitted to the vendor 
or service provider for verification and crosscheck. 

[0024] The card reader 12 is preferably connected to a remote 
computer 14 having pre-stored biometric and profile information of the persons 
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in a selected section of a population. A communication link 16 between the 
card reader 12 and the remote computer 14 can be wired, wireless, or through 
the World Wide Web (the "Internet"). 

[0025] The data card reader 12 includes a card scanner 18, a 
retinal scanner 20, a fingerprint reader 22, a hand print reader 24, a voice print 
processor 26, a pressure-sensitive site or region 28, and an active/inactive 
indicator 30. The data or information from the card scanner 18, retinal 
scanner 20, fingerprint reader 22, hand print scanner 24, voice print processor 
26, and the pressure-sensitive region 28, is converted to digital form by 
interfaces 32, 34, 36, 38, 40, and 42, respectively, for processing by a 
processor 44. As shown in Figure 1, the card scanner 18, retinal scanner 20, 
fingerprint reader 22, hand print scanner 24, voice print processor 26, and the 
pressure sensitive region 28, collect information directly from the person P. 

[0026] The active/inactive indicator 26 may preferably be in the 
form of a green/red light to indicate active or inactive status of the data card 
12, respectively, or to indicate an unsuccessful match between the information 
collected from a person and the information pre-stored on the card 10 or the 
remote computer 14. 

[0027] As noted previously, the main object of the present 
invention is to provide a method and system which prevents or obstructs a 
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person from entering into or negotiating a transaction with another person, 
group, or entity in a population in the instances where a pre-selected event 
has occurred. For instance, if the data card 10, having a predetermined 
validity period, has expired or been rendered invalid/inactive by an appropriate 
authority, the person to whom this card was issued, would no longer be able to 
enter into or negotiate a transaction with another person, group, or entity in a 
population. 

[0028] It is noted herewith that the security system of the present 
invention is not meant to substitute other conventional identification systems 
that are currently used to check or verify the validity or authenticity of persons 
or cards, such as credit cards and other security-related cards generally used 
to gain entrance into a building. In other words, the crosscheck security 
system S of the present invention functions as a prerequisite to conventional 
transaction systems where, for example, a credit card or other security card is 
used to obtain goods or services, or gain access to a building or facility. 

[0029] Accordingly, under the crosscheck security system S of 
the invention, if the system is unable to verify and crosscheck the identity of a 
person from the pre-stored information about that person, or if the data card 
10 carried by the person is expired or invalid, that person would be unable to 
proceed further to negotiate or enter into a transaction with anyone in the 
population. Preferably, this would include any financial transaction that has an 
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initial threshold value of, for example, at least $100.00 (in U.S. dollars or other 
currency), whether based in cash or credit, or other delayed payment method, 
or non-financial transactions or obtaining non-tangible benefits under the law, 
such as gaining entry into a country, obtaining driver's or pilot license, etc. 

[0030] It is noted herewith that the $1 00.00 threshold limit can be 
raised or lowered to decrease or increase the level of security, respectively, as 
needed. For example, in the instances where a top security level is desired, 
the initial threshold level may be decreased to zero, such that that all financial 
transactions would be subject to the security requirements of the system S. 
On the other hand, if only a minimum level of security is desired, the initial 
threshold level may be raised to more than $100.00 so that low value financial 
transactions would not be subject to the security requirements of the system 
S. The initial threshold value would be set by the user and can be varied, as 
desired. Preferably, the threshold value would be set at 0 - $600.00. 

[0031] It is noted that the system S can also be programmed 
such that the level of security is increased progressively. For example, if the 
initial threshold value is set at $150.00, and a person is obstructed from 
negotiating a first transaction, the remote computer would automatically lower 
the threshold values for the second and subsequent transactions by a 
predetermined differential, such as $50.00. Therefore, the person would be 
permitted to negotiate second and third transactions having values of less than 
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$100.00 and $50.00, respectively, but would be prevented from the fourth 
transaction thereby completely immobilizing the person. Preferably, the 
differential would be set at $25.00 - $150.00. 

[0032] For non-financial transactions, such as seeking entry into 
a country, gaining entry into a private or government building or facility (Sears 
Tower, Eiffel Tower, the U.S. Capitol, the Centers for Disease Control (CDC), 
Nuclear Power Plants, Airports, National Parks, etc.), the initial threshold value 
would preferably, be set at zero. 

[0033] The security system S of the present invention therefore 
functions as a national security system under which a pre-selected segment of 
a population, and preferably, each person in the population, including those 
crossing the borders to gain entry for any reason, would be required to obtain 
a data or national security card 10 from a government or government- 
authorized entity. 

[0034] In operation of the crosscheck security system S of the 
invention, the first step is to issue data or national security cards 10 to 
selected persons, and preferably all the persons in a population. 

[0035] As shown in Figure 2, at the request of a person P (step 
46), the biometric characteristic and profile information about the person is 
collected (step 48). The biometric characteristic or information can be a 

15 



fingerprint(s), hand or palm print, retinal scan, voice sample, saliva, DNA, etc. 
or other biometric data which produces a digital profile that is sufficiently 
unique to provide a reasonable degree of certainty as to the identification of 
that person. Likewise, the profile information can include such information as 
name, address, date and place of birth, citizenship, medical and/or personal 
history, criminal record, passport information (date of issuance, number, 
issuing country, validity period, etc.), immigration or non-immigration visa 
information (category and duration, issuing consulate/embassy, etc.), licenses 
(driver's, pilot, etc.) and any other information unique to that person that may 
be used to create a digital profile of that person for a proper and sufficiently 
secure-proof identification. 

[0036] The information collected in step 48 is then appropriately 
digitized (step 50) for storage at a central location (remote computer 14) and 
on the data card 10 (step 52) to be issued to the person P (step 54). 

[0037] Figures 3-5 illustrate the steps involved in verifying and 
crosschecking the identity of a person when that person wishes to negotiate a 
non-financial transaction, or a financial transaction over a predetermined 
threshold limit, with another person, group, or entity in a population. 

[0038] As illustrated, the person P wishing to negotiate a 
transaction (step 56) is requested to produce his/her data card 10 (step 58). 
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The data card 10 is read by the reader 12 and the scanner 18 scans the 
digitized biometric characteristic and profile information therefrom (step 60). 
The person P then submits directly to the card reader 12 his/her biometric 
characteristic, such as a retinal scan, fingerprint, hand print, voice print, and/or 
signature (step 62). 

[0039] The biometric characteristic and the profile information 
read from the data card 10 are then transmitted to the remote computer 14 for 
a successful or unsuccessful match (step 64) for a crosscheck. In the event of 
an unsuccessful match, the person P is prevented or obstructed from 
proceeding to negotiate the transaction (step 66), and the details of the 
transaction are stored (step 68) in the remote computer 14. 

[0040] On the other hand, if a successful match is indicated in 
step 64, a second comparison is made between the identifying characteristic 
and profile information directly collected from the person P with the 
corresponding prestored information on data card 10 (step 70) for verification. 
The person P is obstructed from proceeding to negotiate the transaction, if an 
unsuccessful match is indicated (step 72), and the details of the transaction 
are stored (step 74) in the remote computer 14. However, if a successful 
match is indicated in step 70, the active or inactive status of the data card 10 
is then determined, either by the card reader 12 or the remote computer 14 
(step 76). If the status of the data card 10 is determined to be active, the 
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person is allowed to proceed to negotiate the transaction (step 78). On the 
other hand, if it is determined that the data card 10 is inactive (expired, 
invalidated, etc.), the person is prevented or obstructed from proceeding to 
negotiate the transaction (step 80). In addition to obstructing the person from 
negotiating the transaction, the security system S records the details of the 
transaction (step 82) and notifies a proper authority (step 84), which could be 
a law enforcement authority, for further action. 

[0041] Since the main function of the security system S of the 
invention is to prevent a person, particularly those who may engage in 
committing a crime, or may be involved in preparations, alone or in concert 
with others, leading to committing a crime, or to follow the suspicious or other 
undesirable behavior, the profile information of a person is updated to include 
details of each transaction attempted to be negotiated by that person in each 
instance of being obstructed (steps 66, 72 or 80). For example, the amount of 
each transaction, the identity(ies) of the person, group, or entity with whom the 
transaction was being negotiated by the person, and the nature of the 
transaction (types of goods or services sought) are recorded. This information 
would be particularly useful to a law enforcement authority, in the event it is 
found that the person obstructed, particularly in step 80, has a questionable 
background, has been wanted for past criminal or other behavior, or should be 
monitored for law enforcement purposes. For example, if a person wanted by 
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a law enforcement authority attempts to negotiate several transactions and is 
obstructed in each instance, the law enforcement authority could very easily 
determine the location and whereabouts of the person, and particularly the 
types of goods and services sought by that person. This type of information 
would be of enormous help to the law enforcement authorities where the 
person has been involved in making preparations to commit an illegal act or 
engage in an unwanted behavior. 

[0042] It is noted herewith that it is not necessary that only one 
type of biometric characteristic be used for the purpose of verifying and 
crosschecking the identity of the person. In other words, any combination of 
one or more of the biometric characteristics may be used in the security 
system S depending upon the level of security needed. For example, a 
person wishing to gain access to highly secure, sensitive locations could be 
issued a data card that requires verification and crosscheck of all of the 
biometric characteristics, i.e., retinal scan, fingerprint, hand print, voice print, 
and a signature. In this regard, it would be preferable to use a data card that 
has capacity to add additional levels of security by adding more detailed profile 
information about the person. The data card may further optionally include 
other data, such as social security number, sex, hair color, height, weight, 
educational and medical information, organizational affiliations, special skills 
and licenses, etc. 

19 



[0043] As can be observed from the above, the crosscheck 
security system S of the invention is effective in immobilizing a person, if 
his/her national identification card has expired or been invalidated by a 
government agency, the issuing authority, or other government-authorized 
entity. This is particularly useful in tracking the whereabouts and movement of 
a person in a population as the details of each transaction attempted to be 
negotiated by that person are recorded. 

[0044] Further, since the obstructed person can no longer 
negotiate any transaction, including further transactions, with any person, 
group or entity in the population, including the purchase of daily need items, 
renewal of apartment lease, etc., it would become very difficult for that person 
to lead a normal daily life, and/or engage in an unlawful behavior. 

[0045] In the event, the national security card of a person has 
expired or been invalidated, that person must return to the card issuing 
authority or other designated entity to have the card renewed or validated, in 
order to be able to negotiate transactions and become mobile again in the 
population. The crosscheck security system S of the invention would therefore 
be very useful in tracking the status and movement of the persons entering a 
country on temporary visas (the terms of which are limited and prefixed), such 
as foreign students, tourists, temporary foreign workers, etc. 
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[0046] Recently, it has been a concern of the U.S. Government 
that many students from foreign countries obtain student visas and enter the 
United States with the apparent intent to obtain education, training, etc., at 
various schools, colleges and universities. However, they either do not attend 
the educational institutions, or continue to stay past their term as restricted by 
the U.S. Immigration. At the present time, it is voluntary that the person return 
to the appropriate government agency or authority to have the term of the visa 
extended or renewed. Therefore, once a person is in the United States, 
presently there is no system to check the whereabouts of that person. The 
crosscheck security system S of the invention would be particularly useful in 
these circumstances. Once the national security card, issued by, for example, 
the U.S. Immigration, has expired, the person would no longer be able to 
negotiate any transaction, including re-enrolling at a school, seek employment, 
seek/renew lodging or boarding, secure daily need items, travel, etc. This 
would require that the person return to an appropriate authority or agency to 
have the card renewed or validated, or its term extended. 

[0047] In this regard, the system S could be programmed such 
that the renewal, validation, or extension of a visa or work permit would be 
granted to only those persons who have fulfilled the predetermined 
requirements of their stay in the country. For example, it may be required that 
the persons on student visas obtain verification of satisfactory attendance at 
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their schools, as a precondition to their continued stay in the country. 
Likewise, the visas/work permits of the temporary foreign workers could be 
extended only upon a showing that they have performed satisfactorily at their 
places of employment. 

[0048] While this invention has been described as having 
preferred ranges, steps, materials, or designs, it is understood that it is 
capable of further modifications, uses and/or adaptations of the invention 
following in general the principle of the invention, and including such 
departures from the present disclosure, as those come within the known or 
customary practice in the art to which the invention pertains and as may be 
applied to the central features hereinbefore set forth, and fall within the scope 
of the invention and of the appended claims. 
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